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Maitrisez I. Guide technique complet.
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Hardware / Bare Metal

Hyperviseur (Proxmox / Hyper-V)

VM Linux 1dows VM Appliance







egrep -c '(vmx)' /proc/cpuinfo

egrep -c '(svm)' /proc/cpuinfo




dd if=proxmox-ve 8.4.iso of=/dev/sdX bs=1M status=progress







proxmox01.domaine.local

192.168.1.100/24

192.168.1.1
1.1.1.1

https://IP:8006




https://ADRESSE IP:8006
https://192.168.1.100:8006

Linux PAM standard authentication



http://127.0.0.1:4001/articles/hyperv-securisation-2025




E: Failed to fetch https://enterprise.proxmox.com/... 401 Unauthorized

pve-enterprise

apt update && apt dist-upgrade




# Désactiver dépdét enterprise
echo "# deb https://enterprise.proxmox.com/debian/pve bookworm pve-enterprise"
> /etc/apt/sources.list.d/pve-enterprise.list

# Ajouter dépot no-subscription
echo "deb http://download.proxmox.com/debian/pve bookworm pve-no-subscription"
> /etc/apt/sources.list.d/pve-no-subscription.list

# Mettre a jour
apt update && apt dist-upgrade -y

# Reboot si kernel updated
reboot




# Via SCP depuis poste distant
scp ubuntu-24.04-server.iso root@proxmox:/var/lib/vz/template/iso/

# Via wget sur serveur Proxmox
cd /var/lib/vz/template/iso/

wget https://releases.ubuntu.com/24.04/ubuntu-24.04-1live-server-amd64.iso

/var/lib/vz/template/iso/

prod-web-ubuntu-01

[ Local]

[ SeaBIOS
OVMF_(UEFI)




[ Local-lvm
[ Local-zfs ]

[ host ]
[ kvm64 ]
X86-64-V2 - AES




VirtIO (paravirtualized)

E1000



http://127.0.0.1:4001/articles/dimensionnement-proxmox

apt update && apt install gemu-guest-agent -y
systemctl enable --now gemu-guest-agent

yum install gemu-guest-agent -y
systemctl enable --now gemu-guest-agent

Permission = (User OU Group) + Role + Path

Role

Administrator

PVEVMAdmin

PVEAuditor

Description

Controle total systeme, gestion users

Gestion compléte VMs/CTs uniquement

Lecture seule totale (audit)

Cas usage

Admins infrastructure

Admins virtualisation

Monitoring, conformité




pve
 pam
ad/ldap

devOl@pve

dev@l@pve




PVEVMUser




pve-cluster-prod

# Sur n'importe quel nceud
pvecm status

Output attendu :

Cluster information

Name: pve-cluster-prod
Config Version: 3

Nodes: 3

Quorum: Online






http://127.0.0.1:4001/articles/attaques-cicd-github-securite
http://127.0.0.1:4001/articles/attaques-cicd-github-securite




Critere

Overhead

Performances

OS supportés

LXC Containers

Minimal (~50 MB RAM)

Natives (pas émulation)

Linux uniquement

Partagé host

VMs (KVM)

Significatif (~500 MB+ RAM)

90-95% natives

Linux, Windows, BSD, etc.

Propre kernel VM




https://proxmox:8006/api2/json




terraform

terraform {
required providers {
proxmox = {
source = "Telmate/proxmox"
version = "3.0.1-rc4"

provider "proxmox" {
pm api url = "https://proxmox.local:8006/api2/json"
pm api token id = "terraform@pve!mytoken"
pm _api token secret = "XXXXXXXX-XXXX-XXXX=XXXX=XXXXXXXXXXXX"
pm tls insecure = true # Dev only




resource "proxmox vm gemu" "web server" {

name = "web-prod-01"
target node = "pveOl"
clone = "ubuntu-2404-template" # Template pré-créé
cores =2
sockets =1
memory = 4096
disk {
size = "32G"
type = "scsi"
storage = "ceph-vms"
iothread =1
}
network {
model = "virtio"
bridge = "vmbro"
tag =10 # VLAN
}

ipconfigb = "ip=192.168.10.50/24,9gw=192.168.10.1"
lifecycle {

ignore changes = [
network,

terraform plan

terraform apply

# proxmox.yml
plugin: community.general.proxmox
url: https://proxmox.local:8006
user: ansible@pve
password: mypassword
validate certs: false
group by:
- tags




- name: Configure Web Servers
hosts: tag web
tasks:
- name: Install Nginx
apt:
name: nginx
state: latest

- name: Deploy app
copy:
src: files/app/
dest: /var/www/html/

- name: Enable firewall
ufw:
rule: allow
port: '80,443'
proto: tcp

apt install cloud-init

cloud-init clean
rm -rf /var/lib/cloud/*
poweroff

gm set 9000 --ciuser ubuntu --cipassword 'P@sswOrd!’
gm set 9000 --sshkeys ~/.ssh/authorized keys

gm set 9000 --ipconfig@ ip=dhcp

gm template 9000

gm clone 9000 101 --name web-01
gm set 101 --ipconfig@® ip=192.168.1.50/24,gw=192.168.1.1
gm start 101







gemu-img convert -f vmdk -0 qcow2 vm-diskl.vmdk vm-diskl.qcow2

gm create 100 --name "migrated-vm" --memory 4096 --cores 2
gm importdisk 100 vm-diskl.qcow2 local-lvm

gm set 100 --scsi® local-lvm:vm-100-disk-0

gm set 100 --boot order=scsi0®

gm set 100 --net® virtio,bridge=vmbro

# Conversion directe VMware - KVM

virt-v2v -i libvirtxml vm.xml -o local -os /var/lib/vz/images/

# ou depuis ESXi

virt-v2v -ic vpx://vcenter.local/Datacenter/esxil -os /var/lib/vz/images/ "VM
Name"



http://127.0.0.1:4001/articles/securite-proxmox-ve-hardening-guide

df -h
rm /var/lock/gemu-server/lock-VMID. lock

chown -R root:root /etc/pve/gemu-server/

journalctl -xe | grep kvm
tail -f /var/log/syslog




gm set VMID --net® virtio,bridge=vmbr0,queues=4

ethtool -K eth@ tx on rx on tso on gso on

# Host - VM
iperf3 -s # sur VM
iperf3 -c IP VM -t 30 # depuis host

# Attendu : ~9 Gbps sur 10GbE avec VirtIO

# Sur neud survivant

pvecm expected 1 # Force quorum a 1 ncud

# Résoudre connectivité réseau rapidement

# Restaurer quorum normal des que possible

lvchange --discard passdown pve/data
fstrim -av # Libere blocs inutilisés SSD
lvs # Vérifier usage




# Nginx config requise
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy set header Connection "upgrade";

gm migrate VMID node2 --online

gm showcmd VMID

/etc/default/pveproxy




apt install fail2ban
systemctl enable --now fail2ban

systemctl enable ksmtuned




smartctl -a /dev/sdX

Ressources open source associées :

* HyperVIntrospector — Introspection Hyper-V pour comparaison (C++)

« awesome-cybersecurity-tools — Liste curatée de 100+ outils de cybersécurité






https://pve.proxmox.com/wiki/Main_Page
https://www.ssi.gouv.fr/




Cet article vous a aidé ? Partagez-le avec vos collegues infrastructure !

Article rédigé par Ayi NEDJIMI - Expert Infrastructure & Virtualisation | Derniére MAJ : Janvier
2025
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