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# Détection de process hollowing

def detect process hollowing(proc):
# Vérification de 1'alignement PEB/Image Base
peb = proc.Peb
image base = peb.ImageBaseAddress

# Lecture des headers PE en mémoire
pe header = read pe header(context, proc, image base)

# Comparaison avec le fichier sur disque
disk path = proc.SeAuditProcessCreationInfo.ImageFileName
disk pe = parse pe from disk(disk path)

if pe header.entry point != disk pe.entry point:
print(f"Process hollowing detected in PID {proc.UniqueProcessId}")
print(f"Memory EP: Ox{pe header.entry point:08x} vs Disk EP:
0x{disk pe.entry point:08x}")

# Vérification des sections VAD
for vad in proc.VadRoot.traverse():
if vad.is executable() and not vad.is image():
print(f"Suspicious executable VAD at Ox{vad.Start:016x}")



http://127.0.0.1:4001/articles/evasion-antiforensic-methodologie

# Détection de DLL réflexives
def detect reflective dll(proc):
# Scan des régions mémoire exécutables
for vad in proc.VadRoot.traverse():
if not vad.is executable():
continue

# Recherche de patterns PE dans la mémoire
memory data = read vad content(context, proc, vad)

# Signature MZ/PE sans mapping légitime
if memory data[:2] == b'MZ':
pe offset = struct.unpack("'

# Analyse SSDT pour détecter les hooks
from volatility3.plugins.windows import ssdt

def analyze ssdt hooks(context):
# Récupération de la SSDT
ssdt _entries = ssdt.SSDT.get ssdt(context, layer name, symbol table)

for index, entry in enumerate(ssdt entries):
function address = entry.Address
module = get module for address(context, function address)

# Vérification si 1'adresse pointe vers ntoskrnl
if not module or module.BaseDllName != "ntoskrnl.exe":
print (f"SSDT Hook detected: Index {index} ->
Ox{function address:016x}")

# Analyse du code au point de hook

hook code = read memory(context, function address, 32)
disasm = disassemble(hook code, function address)
print(f"Hook code: {disasm}")




# Détection de hooks IDT

def detect idt hooks(context):
# Lecture de 1'IDT via IDTR
idtr = get idtr(context)
idt base = idtr.base

for vector in range(256):
idt entry = read idt entry(context, idt base, vector)
handler address = idt entry.offset

# Vérification du module contenant le handler
module = get module for address(context, handler address)

if not is legitimate module(module):
print (f"IDT Hook: Vector {vector:02x} -> 0x{handler address:016x}")

# Extraction du handler pour analyse
handler code = read memory(context, handler address, 256)
analyze handler(handler code, vector)

# Détection de hooks inline dans les APIs critiques
def detect inline hooks(proc):

critical dlls = ['ntdll.dll', 'kernel32.dll', 'kernelbase.dll',
‘user32.dll']

for dll name in critical dlls:
dll base = get dll base(proc, dll name)
if not dll base:
continue

# Parse exports
exports = parse exports(context, proc, dll base)

for export name, export rva in exports.items():
function address = dll base + export rva

# Lecture des premiers bytes de la fonction
function bytes = read process memory(context, proc,
function address, 16)

# Détection de patterns de hook courants
if function bytes[0] == OxE9: # JIMP relatif
jmp target = struct.unpack("'




# Analyse des connexions réseau actives
from volatility3.plugins.windows import netscan

def analyze network connections(context):
# Scan des structures réseau
for net obj in netscan.NetScan.scan(context, layer name, symbol table):
if isinstance(net obj, netscan.TcpConnection):

local addr = net obj.LocalAddress
remote addr = net obj.RemoteAddress
state = net obj.State
pid = net obj.Owner.UniqueProcessId if net obj.Owner else 0

# Détection de patterns suspects
if is suspicious port(net obj.RemotePort):
print(f"Suspicious connection: {local addr}:{net obj.LocalPort}

=%

f"{remote addr}:{net obj.RemotePort} (PID: {pid})")

# Vérification de la légitimité du processus
if pid and not is legitimate network process(pid):
proc = get process by pid(context, pid)
print(f"Unexpected network activity from {proc.ImageFileName}
(PID: {pid})")

# Analyse du contenu des buffers réseau
analyze socket buffers(context, net obj)

# Détection de mécanismes de persistance
def detect persistence mechanisms(context):
# 1. Analyse des services Windows
services = get services(context)
for service in services:
# Vérification du binaire du service
if service.Binary:
binary path = service.Binary.dereference()
if is suspicious path(binary path):
print(f"Suspicious service: {service.Name} -> {binary path}")

# Vérification de services avec DLL
if "svchost.exe" in binary path.lower():
dll path = get service dll(service)
if dl1 path and not is signed dll(dll path):
print(f"Unsigned service DLL: {dll path}")

# 2. Analyse des taches planifiées en mémoire
scheduled tasks = extract scheduled tasks(context)
for task in scheduled tasks:
if task.Action and is suspicious command(task.Action):
print(f"Suspicious scheduled task: {task.Name}")
print(f" Action: {task.Action}")
print(f" Trigger: {task.Trigger}")

# 3. Détection de modifications WMI
wmi consumers = scan wmi persistence(context)
for consumer in wmi_consumers:
if consumer.Type == "CommandLineEventConsumer":
print (f"WMI persistence detected: {consumer.Name}")
print(f" Command: {consumer.CommandLine}")







# Analyse comportementale avancée
class BehavioralAnalyzer:
def init (self, context):
self.context = context
self.suspicious behaviors = []

def analyze process behavior(self, proc):
score = 0
indicators = []

# 1. Analyse de 1l'arbre de processus
parent = self.get parent process(proc)
if parent and self.is suspicious parent child(parent, proc):
score += 30
indicators.append(f"Suspicious parent-child: {parent.ImageFileName}
-> {proc.ImageFileName}")

# 2. Analyse des allocations mémoire
rwx_count = 0
large alloc count = 0

for vad in proc.VadRoot.traverse():
if vad.is readable() and vad.is writable() and vad.is executable():
rwx_count += 1

size = (vad.End - vad.Start) >> 12 # Pages
if size > 1000: # Plus de 4MB
large alloc count += 1

if rwx _count > 5:
score += 20
indicators.append(f"Multiple RWX regions: {rwx count}")

# 3. Analyse des handles
handle stats = self.analyze handles(proc)
if handle stats['process handles'] > 10:
score += 15
indicators.append(f"Excessive process handles:
{handle stats['process handles']}")

# 4. Analyse temporelle
if self.detect time anomalies(proc):
score += 25
indicators.append("Temporal anomalies detected")

# 5. Analyse de 1l'entropie du code
code entropy = self.calculate code entropy(proc)
if code entropy > 6.5:
score += 20
indicators.append(f"High code entropy: {code entropy:.2f}")

if score >= 50:
print(f"Suspicious behavior detected in PID {proc.UniqueProcessId}
(Score: {score})")
for indicator in indicators:
print(f" - {indicator}")

return score, indicators







# Optimisation avec traitement paralléle
import multiprocessing
from concurrent.futures import ProcessPoolExecutor, ThreadPoolExecutor

class OptimizedAnalyzer:

def init (self, memory dump, workers=None):
self.memory dump = memory dump
self.workers =

def

workers or multiprocessing.cpu count()

parallel vad scan(self, context):
"""Scan parallele des VAD pour recherche de patterns"""

all vads

=

# Collecte de tous les VADs
for proc in self.get processes(context):
for vad in proc.VadRoot.traverse():
all vads.append((proc.UniqueProcessId, vad))

# Division en chunks pour traitement parallele
chunk_size = len(all_vads) // self.workers

chunks =

chunk size)]

def

results

=

[all vads[i:i+chunk size] for i in range(O, len(all vads),

with ProcessPoolExecutor(max workers=self.workers) as executor:

futu

res =

(1

for chunk in chunks:

future

= executor.submit(self.scan vad chunk, context, chunk)

futures.append(future)

for future in futures:
results.extend(future.result())

return results

scan_vad chunk(self, context, vad chunk):
"""Scan d'un chunk de VADs"""

findings

=[]

for pid, vad in vad chunk:

try:

# Lecture du contenu VAD

data =

self.read vad content(context, pid, vad)

# Recherche de patterns
if self.contains shellcode pattern(data):
findings.append({

})

'pid': pid,

'vad start': vad.Start,

"type': 'shellcode',

'confidence': self.calculate shellcode confidence(data)

# Détection d'autres artefacts
if self.contains pe header(data):
findings.append({

})

'pid': pid,

'vad start': vad.Start,

'type': 'unmapped pe',

'pe_info': self.extract pe info(data)



except Exception as e:
continue

return findings

def optimized string search(self, context, patterns):
"""Recherche optimisée de chaines avec index"""
# Création d'un index Aho-Corasick pour recherche multi-patterns
import pyahocorasick

automaton = pyahocorasick.Automaton()

for idx, pattern in enumerate(patterns):
automaton.add word(pattern, (idx, pattern))

automaton.make automaton()

findings = []

# Scan avec buffer rotatif pour économiser la mémoire
BUFFER SIZE = 100 * 1024 * 1024 # 100MB

with open(self.memory dump, 'rb') as f:
offset = 0
overlap = max(len(p) for p in patterns) # Pour gérer les patterns
a cheval

while True:
buffer = f.read(BUFFER SIZE)
if not buffer:
break

# Recherche dans le buffer
for end index, (pattern id, pattern) in automaton.iter(buffer):
start index = end index - len(pattern) + 1
findings.append({
'offset': offset + start index,
'pattern': pattern,
'context': buffer[max(0,
start _index-50):min(len(buffer), end index+50)]

})

# Gestion de l'overlap
if len(buffer) == BUFFER SIZE:
f.seek(-overlap, 1)
offset += BUFFER SIZE - overlap
else:
break

return findings




# Systeme de cache pour analyses répétées
import pickle

import sqlite3

from functools import lru cache

class CachedAnalyzer:
def init (self, cache db="analysis cache.db"):
self.cache db = cache db
self.init cache db()

def init cache db(self):
"""Tnitialise la base de données de cache"""
conn = sqlite3.connect(self.cache db)
cursor = conn.cursor()
cursor.execute('""'
CREATE TABLE IF NOT EXISTS analysis cache (
key TEXT PRIMARY KEY,
result BLOB,
timestamp DATETIME,
dump_hash TEXT
)
)
conn.commit()
conn.close()

@lru_cache(maxsize=1000)
def cached process analysis(self, proc key):
"""Analyse de processus avec cache LRU"""
# Vérification du cache persistant
cached result = self.get from cache(proc_key)
if cached result:
return cached result

# Analyse réelle si pas en cache
result = self.analyze process internal(proc_key)

# Sauvegarde en cache
self.save to cache(proc_key, result)

return result

def get from cache(self, key):
"""Récupération depuis le cache persistant"""
conn = sqlite3.connect(self.cache db)
cursor = conn.cursor()
cursor.execute('""'
SELECT result FROM analysis cache
WHERE key = ? AND dump hash = ?
"', (key, self.current dump hash))

row = cursor.fetchone()
conn.close()

if row:
return pickle.loads(row[0])
return None






https://www.sans.org/tools/sift-workstation/
https://attack.mitre.org/
http://127.0.0.1:4001/articles/email-forensics-tracer-phishing-2026
http://127.0.0.1:4001/articles/forensique-memoire-volatility-3-guide
http://127.0.0.1:4001/articles/macos-forensics-artifacts-persistence

Ressources open source associées :

¢ awesome-cybersecurity-tools — Liste de 100+ outils de cybersécurité
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