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# Script PowerShell de containment d'urgence
# Désactivation des interfaces réseau
Get-NetAdapter | Disable-NetAdapter -Confirm:$false

# Blocage des communications sortantes via Windows Firewall
New-NetFirewallRule -DisplayName "Block All Outbound" -Direction Outbound
-Action Block -Enabled True -Priority 1

# Suspension des processus suspects
$suspiciousProcesses = @("powershell", "cmd", "wscript", "cscript", "rundll132")
foreach($proc in $suspiciousProcesses) {
Get-Process -Name $proc -ErrorAction SilentlyContinue | ForEach-Object {
$ .Suspend()

Write-Host "Suspended process: $($ .Name) (PID: $($ .Id))"

# Désactivation des services malveillants identifiés
$maliciousServices = @("WinDefenderHelper", "Windows Update Helper")
foreach($svc in $maliciousServices) {

Stop-Service -Name $svc -Force -ErrorAction SilentlyContinue

Set-Service -Name $svc -StartupType Disabled -ErrorAction SilentlyContinue
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# Nettoyage du registre

$persistenceKeys = @(
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Run",
"HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run",
"HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon",
"HKLM:\SYSTEM\CurrentControlSet\Services"

foreach($key in $persistenceKeys) {

# Audit avant suppression

Get-ItemProperty -Path $key | Export-Csv "C:\Remediation\$
($key.Replace(':"',"' ")).csv"

# Suppression des entrées malveillantes

Remove-ItemProperty -Path $key -Name "Windows Defender Update" -ErrorAction
SilentlyContinue

Remove-ItemProperty -Path $key -Name "WinDefenderHelper" -ErrorAction
SilentlyContinue
}

# Suppression des taches planifiées malveillantes
Get-ScheduledTask | Where-Object {$ .TaskName -match "Update|Defender|Helper"}
| ForEach-Object {

Unregister-ScheduledTask -TaskName $ .TaskName -Confirm:$false

# Nettoyage WMI

Get-WmiObject -Namespace root\subscription -Class  EventFilter | Where-Object
{$ .Name -like "*Update*"} | Remove-WmiObject

Get-WmiObject -Namespace root\subscription -Class CommandLineEventConsumer |
Where-0Object {$ .Name -like "*Update*"} | Remove-WmiObject

Get-WmiObject -Namespace root\subscription -Class FilterToConsumerBinding |
Remove-WmiObject

# Liste des IOCs fichiers

$maliciousFiles = @(
"C:\Windows\Temp\update.exe",
"C:\Windows\Temp\\14.dll1",
"C:\Programbata\msconfig.xml",
"C:\Users\Public\Libraries\*",
"C:\Windows\System32\wuauhelp.dll"

foreach($file in $maliciousFiles) {
if(Test-Path $file) {
# Sauvegarde pour analyse ultérieure
Copy-Item $file "C:\Quarantine\$(Get-Date -Format 'yyyyMMdd HHmmss') $
(Split-Path $file -Leaf)" -ErrorAction SilentlyContinue

# Suppression sécurisée
Remove-Item $file -Force -Recurse -ErrorAction SilentlyContinue

# Vérification via ADS
Get-Item $file -Stream * | Remove-Item -Force -ErrorAction
SilentlyContinue
h




# Application des Security Baselines Microsoft

# Téléchargement et application du Security Compliance Toolkit
Install-Module -Name SecurityPolicyDsc -Force

Install-Module -Name AuditPolicyDsc -Force

# Configuration LSA Protection
Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa" -Name
"RunAsPPL" -Value 1

# Activation de Credential Guard
Enable-WindowsOptionalFeature -Online -FeatureName Windows-Defender-
CredentialGuard -All

# Configuration WDAC (Windows Defender Application Control)
$WDACPolicy = New-CIPolicy -Level Publisher -FilePath "C:
\Windows\System32\CodeIntegrity\WDACPolicy.xml" -UserPEs
ConvertFrom-CIPolicy -XmlFilePath "C:
\Windows\System32\CodeIntegrity\WDACPolicy.xml" -BinaryFilePath "C:
\Windows\System32\CodeIntegrity\WDACPolicy.bin"

# Configuration Sysmon pour une visibilité accrue

# Installation avec configuration SwiftOnSecurity

Invoke-WebRequest -Uri "https://github.com/SwiftOnSecurity/sysmon-config/raw/
master/sysmonconfig-export.xml" -OutFile "C:\Windows\sysmon-config.xml"
sysmon64 -accepteula -i "C:\Windows\sysmon-config.xml"

# Activation de l'audit avancé

auditpol /set /category:"Logon/Logoff" /success:enable /failure:enable
auditpol /set /category:"Object Access" /success:enable /failure:enable
auditpol /set /category:"Process Tracking" /success:enable /failure:enable
auditpol /set /category:"Privilege Use" /success:enable /failure:enable

# Configuration de 1'audit PowerShell

Set-ItemProperty -Path "HKLM:
\SOFTWARE\Policies\Microsoft\Windows\PowerShell\ScriptBlockLogging" -Name
"EnableScriptBlockLogging" -Value 1

Set-ItemProperty -Path "HKLM:
\SOFTWARE\Policies\Microsoft\Windows\PowerShell\ModuleLogging" -Name
"EnableModuleLogging" -Value 1




# Configuration des regles de pare-feu restrictives
# Blocage par défaut avec liste blanche

Set-NetFirewallProfile -All -DefaultInboundAction Block -DefaultOutboundAction
Block

# Autorisation uniquement des flux nécessaires
$allowedRules = @(
@{DisplayName="RDP from Management Network"; Direction="Inbound";
Protocol="TCP"; LocalPort=3389; RemoteAddress="10.0.1.0/24"},
@{DisplayName="HTTPS Outbound"; Direction="Outbound"; Protocol="TCP";
RemotePort=443; RemoteAddress="Any"},
@{DisplayName="DNS Resolution"; Direction="Outbound"; Protocol="UDP";
RemotePort=53; RemoteAddress="10.0.0.10,10.0.0.11"}
)

foreach($rule in $allowedRules) {
New-NetFirewallRule @rule -Action Allow -Enabled True

# Utilisation de Nessus pour validation
nessus-scan --policy "Windows Server 2025 Hardening" --target 192.168.1.100 --
report remediation validation.pdf

# Vérification avec PowerShell

Test-NetConnection -ComputerName malicious-c2.com -Port 443 # Doit échouer
Get-Service | Where-Object {$ .DisplayName -match "Helper|Update"} # Ne doit
rien retourner

Get-ScheduledTask | Where-Object {$ .State -eq "Ready"} # Vérification des
taches 1égitimes uniquement
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# Domaines (2
malicious-c2.com
update-service[.]net
win-defender-updates[.]org
secure-microsoft[.]com

# IPs malveillantes
185.220.xxx.xxx (Tor exit node)
192.0.2.123

198.51.100.45

203.0.113.78

# User-Agents suspects
Mozilla/5.0 (Windows NT 10.0; Win64; x64) UpdateService/1.0
PowerShell/2.0

# Hashes SHA-256

alb2c3d4e5f6789012345678901234567890123456789012345678901234567890
b2c3d4e5f67890123456789012345678901234567890123456789012345678901a
¢c3d4e5f678901234567890123456789012345678901234567890123456789012ab

# Chemins suspects

C:\Windows\Temp\update.exe

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\*.psl
C:\Users\Public\Libraries\*.dll

C:\Windows\System32\wuauhelp.dll

rule APT Malware Persistence {
meta:
description = "Detects persistence mechanisms used in the attack"
author = "Security Team"
date = "2025-09-20"

strings:
$al "powershell -nop -w hidden -enc" nocase
$a2 "WinDefenderHelper" wide
$a3 "Windows Update Helper" wide
$bl = {73 76 63 68 6F 73 74 2E 65 78 65 20 2D 6B} // svchost.exe -k
$cl "FromBase64String" nocase
$c2 "IEX" nocase
$c3 "DownloadString" nocase

condition:
2 of ($a*) or (1 of ($a*) and 1 of ($b*)) or all of ($c*)




Ressources open source associées:

* SuperTimelineBuilder — Générateur de super timeline (C++)

* LogParser-Al — Analyse de logs avec IA (Python)

* IncidentSummarizer — Résumé d'incidents avec IA (Python)

« forensics-windows-fr — Dataset forensics Windows (HuggingFace)

* incident-response-fr — Dataset réponse a incident (HuggingFace)
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