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import pyregf

import pytsk3

import hashlib

from datetime import datetime
import pandas as pd

class ForensicCorrelator:
def init (self):
self.amcache data = []
self.shimcache data =
self.mft data = []
self.prefetch data = []
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def parse amcache(self, hive path):
"""Parse AmCache hive and extract relevant artifacts"""
regf file = pyregf.file()
regf file.open(hive path)

root key regf file.get root key()
file key = root key.get sub key by path("Root\\\\File")

if file key:
for volume key in file key.sub keys:
for file ref key in volume key.sub keys:
entry = self. extract amcache entry(file ref key)
if entry:
self.amcache data.append(entry)

regf file.close()
return self.amcache data

def correlate artifacts(self):
"""Correlate data from multiple sources"""
df amcache = pd.DataFrame(self.amcache data)
df shimcache = pd.DataFrame(self.shimcache data)

# Perform correlation based on file paths
correlated = pd.merge(
df amcache,
df shimcache,
on='path',
how="outer',
suffixes=(' amcache',

~shimcache')

# Identify discrepancies
correlated['time diff'] = abs(
(correlated[ 'modified amcache'] -
correlated[ 'modified shimcache']).dt.total seconds()

)
anomalies = correlated[correlated['time diff'] > 3600]
return correlated, anomalies

def generate timeline(self):
"""Generate unified timeline from all sources"""
timeline = []
for entry in self.amcache data:

timeline.append({
"timestamp': entry.get('modified'),



'source': 'AmCache',

'action': 'File Modified',

'path': entry.get('path'),

'details': f"SHAl: {entry.get('shal', 'N/A')}"
1)

timeline.sort(key=lambda x: x['timestamp'] if x['timestamp'] else
datetime.min)

return timeline

# Utilisation

correlator = ForensicCorrelator()

correlator.parse amcache("C:\\\\Evidence\\\\Amcache.hve")
correlated data, anomalies = correlator.correlate artifacts()
timeline = correlator.generate timeline()



https://www.sans.org/tools/sift-workstation/
https://attack.mitre.org/
http://127.0.0.1:4001/articles/windows-server-2025-forensics
http://127.0.0.1:4001/articles/macos-forensics-artifacts-persistence
http://127.0.0.1:4001/articles/lnk-jump-lists-detection-remediation



http://127.0.0.1:4001/articles/malware-reverse-cobalt-strike-5

Ressources open source associées:

« awesome-cybersecurity-tools — Liste de 100+ outils de cybersécurité




	AmCache & ShimCache - Guide Pratique Cybersecurite
	🏢 Avantages des solutions commerciales
	8.3 Développement de scripts personnalisés
	Questions frequentes
	Comment mener une investigation forensique sur un systeme compromis ?
	Quels sont les outils essentiels pour l'analyse forensique ?
	Pourquoi la chaine de custody est-elle importante en forensique ?

	Conclusion : Maîtrise et perspectives futures
	🚀 Perspectives d'évolution



